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NGSSQLCrack is an innovative password-cracking utility for Microsoft SQL Server that 
can assist enterprises in securing their infrastructures. It allows system administrators to 
quickly scan systems for weak passwords that are susceptible to brute force attacks, 
and guard against them.

Weak passwords are acknowledged as being a signifi cant threat to enterprise level 
security, however they are easy to guard against. Password auditing is a proven 
technique for minimising risk exposure, and identifying user accounts with weak 
passwords.

Product Overview
NGSSQLCrack forms part of NGSSoftware’s suite of Intelligent Next Generation 
Security Assessment tools.  The  application has been specifi cally developed to 
enable administrators to quickly and easily discover insecure SQL Server passwords, 
and can be deployed in a variety of audit situations.

SQL Server does not store passwords internally; it stores hashes of passwords. These 
hashes are the result of applying a one-way function (SHA, the Secure Hashing 
Algorithm) to the text of the password combined with a ‘salt’, or ‘random’ value. 
The hash of the upper-case version of the password is stored along with the hash of 
the mixed-case version, and the salt is stored along with these 2 hashes. All of this can 
be easily guessed by observing the hash values for different passwords.

NGSSQLCrack conducts a variety of attacks against SQL Server password hashes to 
discover insecure passwords.   

There are two aspects to the auditing process within NGSSQLCrack. These are:

Dictionary attack - using a 200,000-word dictionary (with the capability of adding 
custom dictionaries).

Brute Force attack - using various character combinations (including support for 
prefi xes and suffi xes).

Features and Benefi ts
NGSSQLCrack has a number of key benefi ts, these include:

Flexible Reporting
Because performing a thorough password audit can sometimes be a demanding 
process, NGSSQLCrack allows users to temporarily terminate an audit at any stage. 
A password crack fi le can be saved at any point during the audit process, and then 
restarted on a more convenient occasion.

Speed
NGSSQLCrack is one of the fastest password auditing tools currently available for 
SQL Servers. On a 1GHz Pentium with 256 MB RAM, NGSSQLCrack can perform a 
200,000-word dictionary sweep in two seconds (on a single password hash) and over 
500,000 attempts a second whilst in brute force mode.

Ease of Use and Accessibility
NGSSQLCrack is an intuitive and easily deployed application. Detailed 
documentation and the point and click functionality of the product allows even 
inexperienced administrators to quickly enumerate weak passwords. For more 
advanced users, NGSSQLCrack also has a wide range of customisable options.

Global leadership

NGS leads the world in a number of 
key areas, including:

Enterprise level application • 
vulnerability research, 
database security, the 
development of sophisticated 
security software and expert 
consulting services.

The NGS Team includes • 
internationally renowned 
security researchers and 
CHECK Team leaders. 

Our Research Team is • 
constantly hard at work to 
combat the ever–growing and 
increasingly sophisticated 
threats to software security.

Based in the United Kingdom • 
we provide our services to 
some of the largest and most 
demanding organisations 
around the globe. 

NGS have published more • 
advisories regarding high–
level enterprise application 
vulnerabilities than any 
other security company. 

NGS are a trusted computer • 
security partner for some of 
the largest companies in the 
world – and for many key 
government departments. 

Microsoft SQL Server is a relational database management system that forms 
an integral part of the BackOffi ce family of servers. In a business environment 
that demands factors of performance, scalability and reliability, SQL 
Server provides. With sophisticated back offi ce systems come a range of 
vulnerabilities and risk factors, which can lead to a decrease in productivity, 
lost revenues, and stolen data.
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Other Features and Benefi ts
Familiar GUI based tool.
Only ‘sa’ login and local admin can access password hashes.
Password hashes can be retrieved directly from the SQL server.
Password hashes can be pasted from Query Analyzer.
Cost effective, requiring minimal time and labour to use.

System Requirements
System: Microsoft Windows NT 4.0 (Service pack 6a)  
Microsoft Windows Server 2003
Microsoft Windows 2000
Microsoft Windows XP 
Hardware: 500MHz Pentium III (minimum) 
Memory: 512Mb RAM (minimum) 
Diskspace: 20Mb free disk space 
Other Software Requirements: Microsoft SQL Server 7, 2000 & 2005

ACCREDITATIONS
For more information on NCC Group, 
Secure Test please contact:

phone: +44 (0)161 209 5111
email: securetest@nccgroup.com

NCC Group Secure Test 
Manchester Technology Centre, 
Oxford Road, 
Manchester, 
M1 7EF

Why NGS?
NGSSoftware draws on both the 
insights of our world–beating 
research department and the 
highly practical expertise of our 
consultancy services; this helps 
ensure NGSSoftware’s solutions are 
some of the most effective and up–
to–date you can fi nd.

Our customers include:
Comic Relief• 

Microsoft• 

Commerzbank• 

McAfee• 

Centennial Software• 

Eracent• 


